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OINIPEJAEJIEHUSA

B HacTosimieM JOKYMEHTE HCHOJIB3YIOTCS CIEAYIOIIME TEPMUHBI U UX
ONPEICIICHHUS.

ABTOMATH3MPOBAHHASA CHCTeMa — CHCTEMA, COCTOsINasl W3 IEepcoHana u
KOMIUIEKCA CPEACTB aBTOMATU3ALUU €T0 ACSITEIBHOCTH, peau3yoas HHpopma-
ITMOHHYIO TEXHOJIOTHIO BHITIOJTHEHHSI YCTAHOBJICHHBIX ()YHKITHIA.

AyTeHTH(PUKALIMSA OTHPABUTEJISA JAHHBIX — IIOJTBEPKICHUE TOTO, YTO OT-
MPaBUTEIb MOJYYEHHBIX JAHHBIX COOTBETCTBYET 3asIBJICHHOMY.

be3onacHOCTH NEPCOHANBHBIX JAAHHBIX — COCTOSIHUE 3allUIIEHHOCTH
MEPCOHATBHBIX  JaHHBIX, XapaKTepU3yeMoe CIOCOOHOCTHIO  MOJIb30BaTENEH,
TEXHUYECKUX  CPEACTB M  HUHPOPMAIIMOHHBIX  TEXHOJOTUHA  O0OECTEeUUTh
KOH(UIEHITUATBHOCTh, IEIOCTHOCTh U JOCTYIMHOCTh MEPCOHAIBHBIX JAaHHBIX TpPU
ux 00paboTke B UHPOPMALIMOHHBIX CUCTEMAaX MEPCOHATBHBIX TAHHBIX.

buomerpuyeckue mnepCcOHAJbHBIC [JAaHHbIE — CBEICHUSA, KOTOPBIC
XapaKkTepu3yrT (HU3HOIOTUYECKHE OCOOCHHOCTH YeJIOBEKa M Ha OCHOBE KOTOPBIX
MOXHO YCTAHOBHUThH €r0o JUYHOCTh, BKJOuUasi (pororpaduu, OTIEUATKH MaJIbIIEB,
o0pa3 ceTuaTKH TJla3a, OCOOCHHOCTHM CTPOCHHS Tela W JAPYTryl0 TO0J00HYIO
UH(pOpMaIHIO.

bioxkupoBaHue MNEPCOHAJIBHBIX [JAAHHBIX — BPEMEHHOE IPEKpaIICHUE
00pabOTKH MEPCOHANBHBIX JTaHHBIX (32 UCKIIOYEHHEM CIIy4aeB, eclii 00paboTka
HEe0OX0IMMa JiJIsi yTOUHEHUS TIePCOHATBHBIX JTAHHBIX ).

Bupyc (koMnbOTEepHBbIH, IPOrPAMMHBIN) — HUCIOJIHIEMBbII MPOrPAMMHBII
KOJI WJIM MHTEPIPETHUPYEMBbI HA0Op MHCTPYKIIMN, 00JIaalomuid CBOMCTBAMU He-
CAaHKIIMOHMPOBAHHOTO PACIPOCTPAHEHUSI M camoBocnpousBeneHus. Co3naHHbIe
TyOMUKaThl KOMIIBIOTEPHOTO BUPYyCa HE BCET/Ia COBMAJAIOT C OPUTHHAIIOM, HO CO-
XPaHAIOT CIOCOOHOCTh K JIajbHEHIIEMY paclpOCTPaHEHUIO U CAMOBOCITPOU3BEE-
HUIO.

BpenonocHasi mporpamma — nporpaMmma, IpeIHa3HaA4YeHHast 1151 OCYIIECTB-
JICHUS] HECAHKIIMOHMPOBAHHOTO JIOCTYIa U (WUJM) BO3JEWUCTBHSI HAa NEPCOHAIbHBIC

JAHHBIC WM PECypChl HHPOPMAITMOHHONW CUCTEMBI IEPCOHAIILHBIX JaHHBIX.



BcnoMoraresibHble TeXHHYECKHE CPeICTBA U CHCTeMbl — TEXHUYECKUE
CpEICTBa M CHUCTEMBbI, HE MpeaHa3HAuYCHHbIE Ui Tiepeadn, 0OpabOTKU U XpaHEHUs
NEPCOHAJBHBIX JAaHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMU CPEACT-
BaMU U CHCTEMaMH, IIpeIHAa3HaYCHHBIMU JUIsI 0OpaOOTKU MEPCOHATBHBIX JTaHHBIX
WIM B TOMEIIEHUSAX, B KOTOPBHIX YCTAHOBJICHBI MH(MOPMAIMIOHHBIE CHCTEMBI IEpCOo-
HaJIbHBIX JaHHBIX.

JlocTynn B ONepalMOHHYI0 cpely KOMNbloTepa (MH(pOpPMALHOHHOI
CHCTEMbI TMEPCOHAIBHBIX JAaHHBIX) — TOJIyYeHHEe BO3MOKHOCTH 3alycka Ha
BBIMIOJIHEHUE IITATHBIX KOMaHJ, (YHKUWH, TPOLEAYp OIMEPAMOHHON CHUCTEMBI
(YHUUTOXKEHUSI, KOIMPOBAHUS, TMEPEMEIEHNsT M T.1.), UCIOMHIEMbIX (haiiioB
MPUKJIATHBIX TIPOTPAMM.

Jloctyn K uHGoOpManMu — BO3MOXXHOCTh TMONydeHHs] MH(OPMAIMU U €€ HC-
M0JIb30BAHUSI.

3ak/1a04HOe YCTPOICTBO — 3JIEMEHT CPE/ICTBA CheMa MHPOPMALIIH, CKPHITHO
BHENIPSIEMbIN  (3aKyIabIBACMbId WM BHOCHMBIM) B MeECTa BO3MOXKHOTO CheMa
uHpopManmu (B TOM YHCIIE B OTPaXKICHUE, KOHCTPYKIIHIO, 000PYI0BaHHE, TTPEIAMETHI
WHTEPhEpa, TPAHCIIOPTHBIE CPEACTBA, & TAKKE B TEXHUYECKHUE CPEACTBA U CHUCTEMBI
00paboTKN HH(POPMALIHH).

3amumaemass nagpopmManusa — uHPOpMALIUS, SBISFOIIASCS MPEAMETOM COO-
CTBEHHOCTH M TIOMJIeKaIllasi 3alldTe B COOTBETCTBUH C TPeOOBAaHMSMH TPABOBBIX
JIOKyMEHTOB WJTM TPEOOBAaHUSIMH, YCTAaHABIIMBAEMBIMI COOCTBEHHUKOM MH(OpMAITUH.

Nnentudukanus — MPUCBOCHUE CyObEKTaM M OOBEKTaM JOCTyMa HWACHTH-
¢ukaropa M (WIM) CpaBHEHUE TPEIBABIAEMOr0 HICHTUPUKATOpA C MEpeUHEM
MIPUCBOCHHBIX UICHTH(PUKATOPOB.

NupopmMaTUBHBIN CUTHAJ — DJIEKTPUUECKUE CUTHAIIBI, AKYCTUYECKHE, DJIEK-
TPOMAarHUTHBIE U JApyrue (HU3UYECKUE TOJISL, MO TMapaMeTpaM KOTOPBIX MOXKET ObITh
packpbiTa KoH(pUaeHMaTBHAS HHpOpMaIys (TIepCOHATLHBIEC TaHHBIE) 0OpadaThiBacMas

B I/IH(I)OpMaHI/IOHHOI\/'I CUCTEMC IICPCOHAIIbHBIX JaHHbBIX.



HNudopmanuonHble TEXHOJOTHM — TPOLIECCHI, METObI MOMCKA, cOopa, Xpa-
HEHUsI, OOpaOOTKH, TPEIOCTABICHHS, PACIPOCTPaHeHNsT WH(OPMAIMA U CIIOCOOBI
OCYIIECTBJICHUS TAKUX MPOLIECCOB U METOJIOB.

Nudopmanuonnas cucreMa mnepcoHadbHbIX AaHHbIX (MCIIAH) —
COBOKYMHOCTb COJEpKaluXcsi B 0a3zax JaHHBIX [EPCOHANBHBIX JIaHHBIX H
o0ecreynBaIMnX UX 00padoTKy MH(GOPMAIIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX
CPEICTB.

Hcnosb3oBaHue TNEPCOHANBHBIX JaHHBIX — JelcTBUs (omepanuu) ¢
MEePCOHATBHBIMU JIAHHBIMHU, COBEpIIAEMbIC OINEPATOPOM B LEISIX MNPUHATHUS
pPELICHUN WA COBEPUICHHUS HWHBIX JCUCTBUM, NOPOXKIAIOIMINX OPUIAYECKUAEC
MOCJIEJICTBUSI B OTHOIICHUHM CYOBEKTa MEPCOHATBHBIX JAHHBIX WA JPYTUX JIUI
J1M00 MHBIM 00pa30M 3aTparvBarolIMX MpaBa U CBOOOABI CyOBbEKTa NEPCOHATBHBIX
JAHHBIX WM IPYTUX JIUII.

HcTouHuk yrpo3sl 6e3onacHocTu uHGpopManmum — cyoneKT JOCTyIa, MaTe-
PUATHHBIN O0BEKT WM (DU3MUECKOE SIBJICHUE, SIBIISIONIMECS TMPUUMHON BO3HUKHOBEHUS
yrpo3bl 6€30MacHOCTH HH(MOPMAITUH.

KonTpoaupyemasi 30Ha — NpoCTpaHCTBO (TEPPUTOPUS, 3aHKE, YaCTh 3/1aHM,
MOMEIIEHUE), B KOTOPOM HCKIIOYEHO HEKOHTPOJIMPYEMOE NpeObIBaHWE MOCTOPOHHUX
JIII, & TAKXKE TPAHCTIOPTHBIX, TEXHUUECKUX U HHBIX MAaTEPUATIbHBIX CPEJICTB.

KonduaeHunaabHOCTh NEPCOHAJBHBIX JAHHBIX — O00s3aTeNbHOE IS
COOJTFOZICHHUST ONIEPaTOPOM WMJIA WHBIM TTOTYYUBIIAM JIOCTYI K TIEPCOHATBHBIM JTAHHBIM
JMIIOM TpeOOBaHWE HE JOMYyCKaTb WX pachpocTpaHeHue Oe3 coryacusi CyObekTa
MIEPCOHATBHBIX JAHHBIX WJIM HAJIMYKS MHOTO 3aKOHHOTO OCHOBAHUSI.

Me:xceTeBoi IKpaH — JIOKaTbHOE (OTHOKOMITOHEHTHOE) TN (DYHKITHOHATEHO-
pacrpeiefieHHOe TIPOrpaMMHOe  (TIPOrpaMMHO-AIMIApaTHOE) CPEICTBO  (KOMILIEKC),
peanuzyrolee KOHTPOJb 3a HH(OPMALIMEH, TOCTYTAOIEH B MHPOPMAIIMOHHYIO CUCTEMY
TIEPCOHAIBHBIX JAHHBIX ¥ (MJIH) BBIXOSIICH 13 NH(POPMAITMOHHON CHCTEMBI.

Hapymmuresnb 6e30nacHOCTH NMEPCOHAIBHBIX JAHHBIX — (DU3MYECKOE JIUIIO,

CITy4aliHO WJIH MPEIHAMEPEHHO COBEPILAIOIIEE ICHCTBUS, CIECACTBUEM KOTOPBIX SIBIISIETCSI



HapyIlIeHne Oe30MacHOCTH TEPCOHATBHBIX JaHHBIX TPH MX OOpabOTKE TEXHUUYECKUMHU
cpeacTBaMH B MH()OPMAIIMOHHBIX CHCTEMAaX MEePCOHATBHBIX JAHHbBIX.

HeaBTomMaTu3upoBanHasi o00pa0oTka MNEPCOHAJBHBLIX [JAHHBIX —
00pa0oTKa MEPCOHANBHBIX JTaHHBIX, COACPKAIIMXCS B MHPOPMAIIMOHHON cucTeMe
NEPCOHANIBHBIX JAHHBIX JUOO M3BICUEHHBIX M3 TAKOM CHUCTEMBI, CUYUTAECTCS
OCYIIECTBJICHHOM 0e3 UCIOJIb30BaHUS CpEJICTB aBTOMATHU3ALUU
(HEeaBTOMaTU3UPOBAHHOM ), €CIIM TaKue JEHUCTBUA C MEPCOHAIBHBIMUA JAHHBIMH, KaK
UCIIOJIb30BaHUE, YTOYHEHUE, PACHPOCTPAHCHUE, YHUUYTOKEHUE NEPCOHAIBHBIX
JJAHHBIX B OTHOIICHUU KaXJOr0 M3 CYOBEKTOB MEPCOHABHBIX JaHHBIX,
OCYUIECTBJISIOTCS MPU HEMOCPEICTBEHHOM yYaCTUH YEJIOBEKa.

HenekiapupoBaHHble BO3MOKHOCTH — (YHKIIMOHAJIBHBIE BO3MOXKHOCTH
CPEICTB BBIUMCIMTENBHOM TEXHWKH, HE OIMCAHHbIE WM HE COOTBETCTBYIOIIME
OIMCAHHBIM B JIOKYMEHTAllUH, NP WCHOJB30BaHUHA KOTOPBIX BO3MOYKHO HapyILICHHE
KOH(HMIICHIIMATBHOCTH, JOCTYIIHOCTH WJIM IIEJIOCTHOCTH 0oOpabaThIBacMON  HH-
dbopmanuu.

HecaHKIMOHUPOBaHHBIN J0CTYNl (HECAHKIIMOHUPOBAHHBbIE ACHCTBUS) —
JOCTyN K MH(OpMAIMK WM JEUCTBUSL ¢ MH(pOpMAIIME, HapyIIalolue MpaBuia pas-
IPaHUYEHUsI JOCTyla C HWCIHOJb30BAHMEM IUTATHBIX CPENCTB, MPEIOCTABIISIEMbIX
UH(OPMAITMOHHBIMUA CHUCTEMaMH MEPCOHABHBIX JIAHHBIX.

Hocurensr ungopmanum — (usnyueckoe JULO WM MaTepHalbHbli OOBEKT, B
TOM 4HCIIe (PU3HUYECKOE T0JIe, B KOTOPOM MH(pOpPMALHsl HAXOUT CBOE OTPAKEHUE B BUJIE
CHMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHMYECKUX PELICHUI 1 MPOLECCOB, KOIMYECTBEHHBIX
XapaKTePUCTUK (DU3NUECKUX BEIUYMH.

O0e3MuYnBaHue NEPCOHAJIBHBIX [aHHBIX — JEHUCTBUS, B peE3yJbTaTe
KOTOPBIX CTAHOBHUTCSI HEBO3MOXKHBIM 0€3 HCIOJIb30BaHUSL JOMOJHUTEIbHON
uH(OpPMAITUU OTIPEJEIUTh MPUHAJIC)KHOCTD MTEPCOHAIBHBIX IAHHBIX KOHKPETHOMY
CYOBEKTY MEPCOHATbHBIX JaHHBIX.

O0paboTka nmepcoHAJBLHBIX JAHHBIX — Jt000€ JeiCTBHE (omepalus) Win
COBOKYIHOCTb JIEUCTBUI (Omepaluii), COBEPIIAEMBIX C MCIOJb30BAHUEM CPEACTB

aBTOMaTu3aluu HJIn 0e3 HCIIOJB30BaHMS TaKUX Cpeacts € ICPCOHAJIIbBHBIMHU



JaHHBIMHU, BKJIOYash cOOp, 3amuch, CHCTEMATH3allMIO, HAKOIUIEHWE, XpaHEHHE,
yTOYHeHHE (OOHOBIICHUE, M3MEHEHHUE), M3BJICUCHUE, MCIOJb30BaHUE, Mepenady
(pacripocTpaHeHue, NMPEJOCTaBICHHUE, JOCTYI), O0e3JIMYMBaHKE, OJIOKUPOBAHUE,
ylajeHue, yHHUTOKEHUE TIePCOHAIbHBIX JAHHBIX.

OOmenocTynHbie MNEepPCOHAJNbHbIE JaHHbIE — TEPCOHANbHBIC JaHHBIE,
JIOCTYIl HEOTPAaHUYEHHOTO Kpyra JIMIl K KOTOPBIM MPEJOCTABJIEH C COTrJacus
CyObeKTa TMEpCOHAIbHBIX JIAaHHBIX WJIM Ha KOTOpbIe B COOTBETCTBHH C
denepanbHBIMU 3aKOHAaMU HE pacHpOCTpaHseTcs TpeOoBaHUE COOIOACHMUS
KOH(pHIEHIIMAIBHOCTH.

Oneparop (MePCOHANBHBIX JAHHBIX) — TOCYHApCTBEHHBIM OpraH,
MYHUIIMIIAJIbHBIA OpraH, IOpUANYECKOe WM (U3UYECKOE JIUI0, CAMOCTOSITEIIBHO
WIA COBMECTHO C JIPYTHMH JIUIAMUA OPTaHU3YIOMIME W (WJIH) OCYIIECTBIISIOIINE
00pabOTKy MEpPCOHAIbHBIX JAaHHBIX, a TAKXKE ONpPEIEISIIOIMINE LEean 00paboTKU
NEPCOHAIBHBIX JAHHBIX, COCTaB MEPCOHAIBHBIX JTaHHBIX, MOJJIEKAIINX 00paboTKe,
nercTBus (omepalum), CoOBepIaeMble C IEPCOHATBHBIMU JTAHHBIMHU.

Texnunuyeckue cpeacrsa HMHPOPMALUOHHON CHCTEMbI NEPCOHAIBHBIX
JAAHHBIX — CPEJCTBA BBIUMCIUTEIHLHOW TEXHHUKH, WH(OPMAIOHHO-BBIYUCIUTENHHBIC
KOMIUIEKCHI ¥ CETH, CPEZICTBA M CUCTEMBI Iiepeiaud, pruema u oopadotku [1/1H (cpencra
U CUCTEMbl 3BYKO3AIlMCH, 3BYKOYCHJICHHS, 3BYKOBOCIPOM3BEICHUS, IEPErOBOPHBIC U
TEJICBU3UOHHBIE YCTPOWCTBA, CPEACTBA W3TOTOBJICHUS, TUPAKUPOBAHUS JTOKYMEHTOB U
JPYTHE TEXHUYIECKHUE CPEICTBAa 0OpabOTKK peyueBol, Tpaduueckoid, BUIeo- U OyKBEHHO-
(poBoi HHpOpMALIMK), TPOrPAMMHBIE CpeaCTBa (ONEPALMOHHBIE CUCTEMbI, CUCTEMBI
yIpaBieHus: 0a3aMy JTaHHBIX U T.I1.), CPEACTBA 3alUTH WH(OPMAIMH, IPUMEHSEMbIC B
UH(POPMAITIOHHBIX CUCTEMAX.

IlepexBar (uHopManmu) — HENpaBOMEPHOE MOJIyueHHE HH(GOpPMAIUU C
UCIIOJIb30BAaHUEM TEXHHUYECKOIO CpEICTBa, OCYIIECTBISIONIEIO OOHapyKEHUE,
npueM u 00paboTKy HH()OPMATUBHBIX CUTHAJIOB.

IlepcoHanbHble TaHHBbIE — J1I00ass MHPOpPMALUS, OTHOCAIIAACA K TMPSIMO
WIM KOCBEHHO ONPEJCICHHOMY WM OINpeAensieMoMy (PU3NUECKOMY JIHILY

(cyOBeKTYy MepCOHAIbHBIX JAHHBIX);



Ilo0ouHbIe  3JIeKTPOMATHMUTHbIE  W3JIyYeHUSI M  HABOAKH  —
AJIEKTPOMArHUTHBIE M3JIYYCHHS] TEXHHUYECKHX CPEACTB OOpabOTKH 3aliuIaeMon
uH(poOpMalMK, BO3HHMKAIOIIME Kak [OOOYHOE  SIBJICHWE W  BbI3BaHHbBIC
ANEKTPUUYECKUMHU CUTHAJIaMU, ACHUCTBYIOIIMMU B UX JIEKTPUUECKUX U MarHUTHBIX
LEIsX, a TAKXKE IEKTPOMArHUTHBIE HABOJKU ATHX CUTHAJIOB HA TOKOMPOBOJSIINE
JIMHUU, KOHCTPYKIIUU U LETH MUTAHUS.

IonuTKa  «YHCTOr0  CTOJAA» —  KOMIUIEKC  OpraHU3allMOHHBIX
MEPOTIPUATUNA, KOHTPOJMPYIOMIMX OTCYTCTBHE 3alMCHhIBAHUS Ha OyMa’KHbIE
HOCUTENM KIIIO4el W aTpuOyTOB JocTyna (mapoJieil) W XpaHEHUs MX BOJIU3U
00BEKTOB JOCTYIIA.

[Hoab30BaTes b HHPOPMALMOHHON CHUCTEMbI NMEPCOHAJIBHBIX JAHHBIX —
JUI0, Yy4yacTBywollee B (PYHKIHMOHUPOBAHUU HUHPOPMAIIMOHHOM  CHCTEMBI
MIEPCOHATBHBIX JAHHBIX WJIA UCTIONB3YIOIIEE Pe3yIbTaThl €€ PYHKIIMOHUPOBAHMUS.

IIpaBuia pa3rpaHnyeHusi 10CTYNa — COBOKYITHOCTh MPABUJI, PETJIAMEHTHU-
PYIOLIUX TIpaBa JO0CTyna CyObeKTOB JOCTYIAa K 00bEKTaM JIOCTyTa.

IIporpammHuas 3aKJjiajiKa — KOJ IPOIPAMMBI, ITIPEIHAMEPEHHO BHECEHHBIN B
porpaMMy C IEJbI0 OCYIIECTBUTh YTEUKY, U3MEHUTh, OJJOKUPOBATH, YHUUTOXHUTh
UHOOPMAITUIO WM YHHUYTOXHUTh U MOJIUDUIIMPOBATH MPOrPaMMHOE OOeclieueHue
WH(OPMAITMOHHONW CUCTEMbI MEPCOHATBHBIX JIAHHBIX W (WiIH) OJOKMpOBAThH amma-
paTHbIE CpPE/ICTBA.

IIporpamMHoe  (IPOrpaMMHO-MaTeMaTH4YeCKOe)  BO3AeHCTBHE  —
HECAHKIIMOHUPOBAHHOE  BO3JICHCTBME HAa  PECypchl  aBTOMAaTU3WPOBAHHOMU
MH(POPMAITMOHHON CHCTEMBI, OCYIIECTBISIEMOE C MCIOJb30BAaHUEM BPEIOHOCHBIX
pOrpamMM.

PackpbiTHe NepCOHAJIBLHBIX JAHHBIX — YMBIIUICHHOE WM Clly4aiiHOe
HapylieHne KOHOUICHIINATEHOCTH MEPCOHATBHBIX JTaHHBIX.

PacnpocTpaHeHue nmepcoOHAJbHBIX JAHHBIX — JCHCTBUS, HANpPAaBICHHBIE

Ha PACKPBITHE MEPCOHANIBHBIX JAHHBIX HEOTPEIEICHHOMY KPYTY JIMII.



Pecypc nHpopManinoHHO# CHCTEeMBbI — IMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
MPUKIIATHOTO WIH anmnapaTHoro obecrnieueHust GYHKIIMOHUPOBAHUS
MH(OPMAIMOHHON CUCTEMBI.

CneunajibHble KAaTerOPHMH MNEPCOHAJIBHBIX [AHHBIX — IIEPCOHAIBHBIC
JTAaHHBIE, KAcCaIOIMecs PacoBOM, HAIIMOHAIBLHON MPUHAICKHOCTH, MOJTUTHYECKUX
B3TJISI/IOB, PEITUTHO3HBIX WM PUIOCOPCKUX yOEXKIIEHUN, COCTOSHUS 370POBbS U
WHTUMHOM JKM3HU CyOBEKTa MePCOHATBHBIX JTAHHBIX.

CpencrBa BbIYHCIUTEIbHOH TEXHUKHU — COBOKYITHOCTb IIPOIPAMMHBIX U TEX-
HUYECKUX 3JIEMEHTOB CHUCTEM OOpaOOTKM JAaHHBIX, CHOCOOHBIX (PYHKIIMOHHUPOBATH
CaMOCTOATENILHO WJIA B COCTaBE JPYIUX CUCTEM.

CyoObekT mocryna (cy0ObeKT) — JMIO WIN MPOLECC, ACUCTBUS KOTOPOTO per-
JAMEHTHUPYIOTCS TTPaBUWJIaMH pPa3rpaHUYCHUS JOCTYTIA.

TexHuveckuil KaHaa yredkd MHGPOPMANNH — COBOKYITHOCTh HOCUTENS WH-
dopmarmu  (cpenctBa 00paOOTKH), (PU3MUECKON cpembl pacnpocTpaHeHuss HHOOP-
MaTHBHOTO CUTHAJIA U CPEJICTB, KOTOPBIMU JOOBIBAETCS 3allMIaeMas HHPOpMaIiusl.

TpancrpanuyHas mnepegadya MePCOHAJNBHBLIX JAaHHBIX — TiepeAada
NEPCOHANIBHBIX  JIaHHBIX olmepatopoM 4yepe3 [ocygapcTBEHHYIO TpaHHILY
Poccuiickon ~ @enepaumu  OpraHy  BJIACTM  MHOCTPAHHOIO  T'OCYJNapCTBa,
bu3MYeCKOMY WIIH IOPUANYECKOMY JIMIY MHOCTPAHHOTO FOCYapCTBa.

Yrpo3sl 0€301aCHOCTH NEPCOHATBHBIX JAHHBIX — COBOKYITHOCTb YCJIOBUHM U
(haKToOpOB, CO3MAIOIINX OMACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHCJIE CITy4ailHOTO,
JIOCTYTIA K MEPCOHATBHBIM JJAHHBIM, PE3YJIbTATOM KOTOPOI'O MOKET CTaTh YHUUTOXKEHHE,
W3MEHEHHUE, OJIOKUPOBAHUE, KOTIMPOBAHKUE, PACIIPOCTPAHEHUE MTEPCOHATBHBIX JAHHBIX, &
TaKKE MHBIX HECAHKIIMOHUPOBAHHBIX JISHCTBUM TIpU MX 00paboTKe B MH(DOPMAITMOHHOM
CHCTEME MEPCOHAIBHBIX JTAHHBIX.

YHHUUTOKEHHE TEePCOHAIbHBIX [aHHBIX — JICHCTBUS, B pE3yJbTaTe
KOTOPBIX CTAHOBUTCS HEBO3MO>XHBIM BOCCTAHOBUTBH COJIEPKAHUE MEPCOHATBHBIX
JAHHBIX B HMH(POPMAIIMOHHON CHUCTEME NEPCOHANBHBIX [JaHHbIX U (WUJIU) B
pe3yabTaTe KOTOPBIX YHUUTOXKAIOTCS MaTepUaIbHbIE HOCUTEIU MEPCOHATBHBIX

JaHHBIX.
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Yreuka (Bammmaemon) MHGOPMALMU IO TEXHHYECKHUM KaHAJIaAM —
HEKOHTPOJIMPYEMOE PacIipoCTpaHeHne H(OPMALIMKM OT HOCHTENS 3aIlMIIaeMoil HHGOp-
MalMKu 4Yepe3 (PU3MUECKYl0 cpeay 10 TEXHHYECKOTO CpEJCTBA, OCYLIECTBIIIOLIETO
nepexBaT HHPOpMaIIH.

Ys3BUMOCTB — CI1a00CTh B CPECTBAX 3ALIUTHI, KOTOPYIO MOKHO MCIIOJIb30BaTh
JUTs1 HApYLLIEHHsI CUCTEMBI WM COZIep Kalieiicss B Hel MH(pOpMaLiH.

HesocTHOCTH HHpOPMAIIUN — CITIOCOOHOCTH CPEACTBA BHIYUCIUTEIILHON TEX-
HHMKU WM aBTOMaTU3UPOBAHHOM CUCTEMBI 00ECIEUMBATH HEM3MEHHOCTh MH(OPMAIIUK B

YCIOBHSAX CITyYaitHOTO W/WJIM MPEAHAMEPEHHOTO NCKAKEHHS (Pa3pyLLEHHMS]).



OBO3HAYEHUSA N COKPALLIEHUA

ABC — aHTHUBHpPYCHBIE CPE/ICTBA

APM — aBTOMaTH3MpOBaHHOE pabouee MECTO

BTCC — BcnoMoraTeibHbI€ TEXHUYECKHUE CPEICTBA U CUCTEMBI
NCI1JIz — nadopMaIpioHHas: CHCTEMA MIEPCOHATBHBIX TAHHBIX
K3 — koHTpompyemast 30Ha

JIBC — nokanbHast BBIMUCIUTENbHAS CETh

MD — mexceTeBoi SKpaH

HCJI — HecaHKIIMOHUPOBAHHBIN TOCTYII

OC — onepanoHHas cucTema

[1/TH — nepcoHaNTbHBIE JAHHBIE

[IMB — nnporpaMMHO-MaTeMaTHYECKOE BO3/ICHCTBUE

[1O — nporpamMmMmHOE obecrieueHue

[I3MHH — no6ouHbIe 371eKTPOMArHUTHBIC W3TYy4YEHUs M HABOJIKH
CA3 — cucrema aHanm3a 3alUIIEHHOCTH

C3U — cpeacTna 3a1uThl HHPOPMaLUU

C3I1dn — cucremMa (moicucTeMa) 3ailyThl MEPCOHATBHBIX TAHHBIX
COB — cucrema oOHapyKeHUs1 BTOPKEHUN

TKY U — Texanueckre KaHaibl yTeUKy uH(popMarmm

VYBII]IH — yrpo3s! 6€301macHOCTH MEPCOHATBHBIX TaHHBIX

11
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BBEJAEHUE

Hacrtosimass Ilonutuka wuHOpManMoHHOW 0€30MacHOCTH (nanee -—
[lonutuka) B ynpaBiieHHMH O0pa3oBaHUs AJMHHHCTpalUd AKCaWCKOro paioHa
(manee o tekcty — YOAAP), saBnsercs opuIMaibHbIM JOKYMEHTOM.

[lonutnka pa3paboTaHa B COOTBETCTBMM C LESIMH, 3aJadyaMud MU
IPUHLIUIIAMU O0ecrieueHus: 0€30MacCHOCTH EPCOHANBHBIX JaHHBIX HU3JI0KEHHBIX B
[Tonoxenuu nnpopmanronnoi 6ezonacHoctu UCIIAn YOAAP.

[Tonutuka pa3paboTaHa B COOTBETCTBHM € TpeOoBaHUsAMH DenepanbHOTO
3akoHa oT 27 wuronsa 2006 r. Ne 152-®3 «O mnepcoHAIBHBIX JIaHHBIX», Ha
OCHOBAaHMM:

— Tlpukaz ®CTIK Poccun ot 18 deBpans 2013 roma Ne 21 «O6
yrBep)kaeHnn (CocraBa M COAEPKAHUSA OPraHU3ALMOHHBIX U
TEXHUYECKUX MEp MO 00ECIeUeHNI0 OE30MaCHOCTH MEPCOHATBHBIX
JaHHBIX MpU HX 00paboTke B HHPOPMALMOHHBIX CHUCTEMAaX
NEPCOHAIBHBIX JaHHBIX»,

— «TunoBeIX TpeOOBaHUN MO OpraHU3aAlMM U O00ECHEUYECHHIO
(GYHKUMOHUPOBAHUS  IMHUPPOBATBHBIX  (KpUNTOrpapruecKuX)
CPEICTB, IMpelHa3HAaYeHHbIX JUId 3alUThl HH(OpMauuu, He
COZIEpIKAILlEd CBEICHMM, COCTABISIIONINX TOCYJAPCTBEHHYIO TalHY
B cCllydae W3 HCIOJIb30BaHUA Mg oOecrieueHuss 0e30MacHOCTH

MEPCOHANILHBIX JAHHBIX MPH UX 00paboTke B MH(POPMAIMOHHBIX

cucTeMax TIEPCOHAJIbHBIX JTAHHBIXY, YTBEPKACHHBIX
pykxoBoactBoM 8 Ilerntpa ®CB Poccum 21.02.2008 r. No 149/6/6-
662.

B Tlonutuke ompenenenbl TpeboBanus k mnepconany WCIIIH, cTeneHb
OTBETCTBEHHOCTH  IE€pCOHAaja, CTPYKTypa M  HEOOXOAMMBI  YpPOBEHb
3alUIIEHHOCTH, CTaTyC M  JOJDKHOCTHBIE  OOSI3aHHOCTHM  COTPYJHUKOB,

OTBETCTBEHHBIX 3a olOecredenne 0e30macHoCcTy nepcoHanbubix qaHHbix B MUCIIH

YOAAP.
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1.001mme mo10:xeHust

Lenvto Hactosimeit Ilomutuku, sBhseTcss obOecrieueHre O0e30MacHOCTH
00bekTOoB 3amuTel YOAAP oT Bcex BUIOB yIrpo3, BHEINIHUX M BHYTPEHHUX,
YMBIIUICHHBIX W HENpPEIHAMEPEHHbIX, MUHUMM3ALMS yiiepda OT BO3MOKHOM
peanuzaruu yrpos 6e3omacHoctu I11u (YBI/IH).

be3onacHOCTh NEPCOHANBHBIX MAHHBIX JOCTUTAETCS IMYTEM HCKIIOUYCHUS
HECAHKI[IMOHUPOBAHHOI'O0, B TOM YHCJIE CIYyYalHOTO, JIOCTYIA K IMEPCOHAIbHBIM
JIAaHHBIM, PE3YJbTaTOM KOTOPOrO MOKET CTaThb YHMYTOXEHHUE, W3MEHEHMUE,
0JIOKMpOBaHUE, KOMUPOBAHUE, PACTIPOCTPAHEHUE TIEPCOHATBHBIX JAaHHBIX, a TAKXKe
VMHBIX HECAHKIIMOHUPOBAHHBIX JEHUCTBUM.

Nudopmarus 1 cBsi3aHHBIE C HEH peCypChl JOJKHBI OBITh JTOCTYIHBI IS
ABTOPHU30BAHHBIX IOJB30BaTENC. J[OKHO OCYHIECTBISTHECS CBOEBPEMEHHOE
oOHapyxeHue u pearupoBanue Ha Y BIT/]H.

JIoKHO ~ OCYHIECTBIISITECSL  TIPEAOTBpAILICHUE MPEIHAMEPEHHBIX WU
CITy4yalHbIX, YACTUYHBIX WJIM TOJIHBIX HECAHKIIMOHUPOBAHHBIX MOJU(PUKAIIMN WU
YHUUYTOKECHUS JIAaHHBIX.

CoctaB 00BEKTOB 3alllUThl MpencTtaBieH B «llepeyHe mnepcoHaIbHBIX
JTAHHBIX, TTOJIJICIKAIINX 3AIUTE.

Cocras UCITIH noanexamux 3amure, npeacrasieH B «llepeune UCITIn».
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2.00aacTh AecTBUS
TpeboBanus Hacrosmeid [loauTuku  pacnpocTpaHsIOTCS HA  BCEX

corpynHukoB YOAAP (mTaTHbIX, BPEMEHHBIX, paOOTAONIMX MO KOHTPAKTY H

T.I1.), @ TAK)KE BCEX MPOYUX JIUII (MMOAPSTUNKU, ayAUTOPHI U T.I1.).
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3.Cucrema 3alIUTHI EPCOHAIBHBIX TAHHBIX
Cucrema 3amuthl nepcoHalnbHbiXx JaHHbIX (C3II/IH), cTpouTcs Ha

OCHOBAHUU:

— MHWrorosoro otuera 06 oo6ciaemoBannu UCII/H;

— Oryera 0 pe3ynbTaTax MOPOBEACHUSI  BHYTPEHHEW MPOBEPKHU
3amuThl [11H Ha OyMaXkKHBIX HOCUTEISIX.

— Ilepeuns nepcoHaIbHBIX TAHHBIX, TOMJICKAINX 3aAIIUTE;

— Axra knaccuukanuy “HGOPMAIMOHHON CUCTEMbI TIEPCOHATBHBIX
JAHHBIX;

— Mogenu yrpo3 6e30MacHOCTH EPCOHATBHBIX JAHHBIX;

— Martpuupl JOCTyTa MOJIb30BATENEH K 3aIIHUIIAEMbIM
uHpopmanmonnsiM pecypcam UCITIH;

— PyxkoBomsamumx nokymentoB ®CTIOK u ®Cb Poccun.

Ha ocHoBaHuM STHUX JOKYMEHTOB OIpeeiseTcs HeoOOXOMUMbIH YPOBEHb
sammiienHoctd  I1JIn kaxmon MCIIJIn YOAAP. Ha ocHoBanum aHaiu3a
aKkTyalbHbIX Yrpo3 Oe3omacHoctu I[I/[H ommcanHoro B Mojenu yrpos, nenaercs
3aKIIOYEHHE O HEOOXOJUMOCTH HCIOJIB30BAHUS TEXHMUYECKHX CPEACTB U
OpraHU3AllMOHHBIX MEpOomnpuaATHil s oOecrneuenuss Oe3omacHoctu  [1/1H.
Bri6panable HEOOXOIUMBIE MEPOIpUsATUs oTpaxkaroTcsi B «Ilmane meponpustuii
1o ooecreueHuo 3amuThl T11H».

Hns UCITIH nomxeH ObITh COCTABJICH CIUCOK MCIOIb3YEMbIX TEXHUUECKUX
cpeacTB 3amuThl (manee - CIHCOK), a TaK K€ MNPOrpaMMHOIO oOecTeUYeHUs
yudactBymomiero B oopadotke I1J[H, Ha Bcex anementax UCII/H:

— APM nonp30Barenei;

— CepBepa NpUiI0KEHUH;

— CVYb/;

— I'panuna JIBC;

— KananoB mnepemaun B ceTu OOIIEro TMoOJb30BaHUS U (WJIK)

MEXIyHapOAHOrO 0OMeHa, eciii o HUM nepeaarotcs [1/H.
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B 3aBucumoctu ot ypoBHs 3amuiieHHocTd VMCIIJIH u akTyanbHBIX yIrpos,

C3I1/IH MOKeT BKJIIOUYATh CJIECIYIOIINE TEXHUUYECKHUE CPEICTBRA:

AHTUBUPYCHBIC CPEACTBA JUIsl padOUYMX CTAHIMM MOJB30BaTENCH U
CEPBEPOB;

CpElICTBAa MEKCETEBOI0 SKPAHUPOBAHUS;

cpenctBa  Kpunrorpadguuecko 3amuThl  UHPOpMALUU, MpU

nepeaadc SaI[IHHlaeMOﬁ I/IH(i)OpMaHI/II/I I10 KaHaJIaM CBs3H.

Tak e B CIHCOK JOJIDKHBI OBITh BKJIIOUCHBI (1)YHKHI/II/I 3allluThI,

oOecrneynBaeMble INTATHBIMU cpcacTBaMu O6pa6OTKI/I HHH OIICpallMOHHbIMHU

CHUCTCMaMUu

(OC), mnpuknagaeiM [0 w  choenuadbHBIMH — KOMILJIEKCAMU,

peanu3yoMMU cpeACcTBa 3alUThl. CIUCOK (QYHKIIUHI 3alIUTHl MOXKET BKJIIOYATh:

Criicok

MEPOIPUATUN

YIPaBJIEHUE U pa3TpaHUYCHUE TOCTYyIIa II0JIb30BATEIIEH;
PETUCTPALIMIO U YUET IeUCTBUM ¢ uHPOopMaIme;

o0ecreynBaTh LHENOCTHOCTh JAHHBIX;

MIPOU3BOAUTH OOHAPYKEHUN BTOPKEHUM.

UCIIOJIB3YEMBIX TEXHUYECKHX CPEACTB oOTpaxkaercs B «llmane

1o 0O0€ecCIeYeHHIO 3alllUTbl IICPCOHAJIBHBIX OaHHBIX). Crmmcok

HCIIOJIB3YCMBIX CPCACTB JOJIZKCH MOAACPKUBATLCSA B aKTyaJIbHOM COCTOSHHUU. HpI/I

W3MEHEHHUM COCTaBa TEXHUUYECKUX CPpEACTB 3amuThl win 3yemeHtoB MCII/IH,

COOTBCTCTBYIOIIIHNEC N3MCHCHUS JOJIKHBI ObITh BHECeHBI B CIIHCOK U YTBCPIKICHBL

pykoBoautesieM YOAAP unu aunoMm, OTBETCTBEHHBIM 3a 00€CTIEYCHHUE 3allUThI

IT/1n.
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4. TpedoBanus k nogcucremam C3I1/In
C3I1/Ix BrIIOYAET B ceOsl CACAYIONINE TOACUCTEMBI:

— YNpaBJIEHUS JOCTYIOM, PETUCTPALIUU U YUETA;
— o0ecrneyeHus NEIOCTHOCTH U IOCTYITHOCTH;
— AHTUBHPYCHOM 3aIlINTHI;
— MEXCETEBOI0 IKPAaHUPOBAHMS;
— aHaju3a 3allUIIECHHOCTH;
— OOHapy>XeHUs BTOP>KECHH;
— KpunTorpapuyecKoi 3anuThl.

[Toacucremsr C3II/IH uMEOT pa3inyHbli PYHKIUMOHAI B 3aBUCHUMOCTU OT
kinacca UCIIIH, ompeneneHHOro B «AkTe Kiaccuukanuu uHOOPMAIMOHHON
CUCTEMbI NMEPCOHAIBHBIX JaHHBIX». CHUCOK COOTBETCTBUS (DYHKLUHUH IMOJACHUCTEM
C3II[IlH knaccy 3allMIIEHHOCTH MPEACTABIEH B TEXHUYECKOM 3aJlaHUUA 110
CO3JJaHUIO CHCTEMBbI 3alIUThl HMHGOpPMALUKM  HHPOPMAIMOHHON  CHUCTEMBI
MIEPCOHAJIBHBIX TAHHBIX.

HOI[CI/ICTCMBI YIIPAaBJICHUA JOCTYIIOM, PCTHUCTPAIINN 1 YUCTaA

IToncuctema yrpaBieHUs AOCTYIIOM, PETUCTPALIMU U yyeTa IpeaHa3HaYeHa
JUISL peau3aiiu ClAeayommuX QyHKIuI:

— uAeHTU(PHUKAIMK W TPOBEpKa IMOJIMHHOCTH CYOBEKTOB JIOCTYyIa
nipu Bxoje B UCII/IH;

— wuAeHTU(UKAIMK TEPMHUHAIOB, Y3JIOB CETH, KaHAJIOB CBS3H,
BHEIIIHUX YCTPOMCTB IO JOTUYECKUM UMEHaM;

— UACHTU(HUKAIMK ITpOrpaMM, TOMOB, KaTajloroB, (haijioB, 3amuce,
IIOJICH 3aIMCEH 110 UMEHAaM;

— perucTpanuu Bxoja (BbIX0/Aa) CyOBEKTOB JOCTyNa B cCUCTEMY (M3
CUCTEMBI), JHOO pErucTpanus 3arpy3ku W UWHUIMATU3alun
OTEPaIMOHHON CUCTEMBI U €€ OCTAaHOBA.

— PETruCTpallMM  TOMBITOK  JOCTYNa  MPOTPaMMHBIX  CPEJICTB

(mporpaMm, TIPOIIECCOB, 3a/1a4, 3aJJaHUH ) K 3alTUIIIaeMbIM (ailiam;
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— PperucTtpanuy IOMNBITOK JOCTyla MPOTPAMMHBIX CPEICTB K
TEpMUHAJIAM, KaHaJlaM CBSI3M, NporpaMmaM, TOMam, KaTajaoram,
daiinam, 3aIIUCAM, MMOJISIM 3aITUCEH.

[Toncucrema ynpaBieHus JOCTYIIOM MOXKET OBITh peain30BaHa C MOMOIIBIO
MTAaTHBIX cpencTtB oOpabotku [IJ[H (omepallMOHHBIX CHUCTEM, MPUIOKCHHN U
CYB/M). Tak »e MOXeT ObITh BHEAPEHO CHEIUATbHOE TEXHUYECKOE CPEJCTBO WIIU
UX KOMIUIEKC OCYIIECTBISIONINE JOMOJHUTENbHBIE MEPhl M0 ayTeHTU(UKAIUU U
KOHTpOIt0. Hampumep, NpUMEHEHWE EAWHBIX XPAHWIMI] YYETHBIX 3alHUCen
I10JIb30BaTENCH 51 pErUCTpaOHHOU uHdopmanuu, HCIIOJIb30BAHUE
OMOMETPUYECKUX M TEXHUYECKHX (C MOMOIIBIO AJIEKTPOHHBIX IMPOIMYCKOB) MEp

ayTeHTU(UKALIMKA U JTPYTHX.

HOI[CI/ICTeMa obecrieueHus OEJIOCTHOCTHU M JOCTYIIHOCTH

[Toncucrema oOecriedeHUs] MEIOCTHOCTH M JOCTYIMHOCTH TpeJHa3HAYeHa
JUIsl  oOecriedeHusl 1LeJOCTHOCTH MW aoctynHoctd [IJlH, mporpamMMHbBIX U
annapatieix cpeactB UCIIIn YOAAP, a Tak xe CpeacTB 3alllUThl, MpHU
CITy4yallHOW MJIM HaMEPEHHOW MOIU(UKAIINH.

[loncucrema peamu3yeTcs € I[OMOLIBIO  OPraHU3ALMU  PE3EPBHOTO
KOMMPOBaHUs 00pabaThbIBaeMbIX JaHHBIX, a TaK e PE3ePBUPOBAHUEM KITIOUYEBBIX
sanemeHnToB UCII/IH.

IloacucremMa aHTUBUPYCHOM 3aITHUTHI

[Toncucrema aHTUBUPYCHOM 3alllMTHl TpEIHAa3HAYEHA Uil OOecTedeHHUs
aHTUBUPYCHOM 3a1uThl cepBepoB 1 APM nomnb3oBareneit UCIIIx YOAAP.
CpeactBa aHTUBUPYCHOM 3alllUTBl IPEIHA3HAYEHbl A  peau3aluu
CIIEYIOIMMX (PYHKITHN:
— PE3UIACHTHBIN aHTUBUPYCHBIA MOHUTOPUHT;
— AHTHUBHUPYCHOE CKaHUPOBAHUE;
— CKpUIIT-OJIOKUPOBAHUE;
— LIEHTPAJIM30BaHHY0/yIaJI€HHYIO YCTaHOBKY/JEUHCTAJUISILIUIO

AHTUBUPYCHOIO TMPOAYKTa, HACTPOWKY, aIMUHUCTPUPOBAHUE,
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MPOCMOTP OTYETOB U CTATHUCTHYECKOW HMH(pOpManuu mo padorte
MPOJTYKTA;

— aBTOMaTH3WPOBAaHHOE OOHOBJICHHE aHTUBUPYCHBIX 0a3;

— OrpaHWYCHHE IIpaB IIOJIB30BATEIISI HAa OCTAHOBKY HCITOJHICMBIX
3alad ¥ WM3MEHEHHsI HACTPOEK AHTHBHPYCHOTO TPOTPAMMHOIO
oOecIieueHus;

— aBTOMATHYECKHUH 3aIlyCK cpa3y IIOCje 3arpy3KH OIeparlMOHHON
CHCTEMBI.

[ToncucreMa peanusyeTcs MyTeM BHEAPEHUS CIICIIMAIBHOTO aHTHBHUPYCHOTO

nporpaMmmHoro ooecneuenus Ha Bce anemeHTsl MCI/IH.

[loacucTeMa MEXCETEBOTO DKPaHUPOBAHUS

[ToncucreMa MEXCETEBOTO SKPAHUPOBAHUS MPEIHAZHAYEHA ISl peau3aluu
CIENYIOIMMNX (PYHKITHN:

— (QuIbTpallUu OTKPHITOTO M 3amupoBaHHOTO (3aKpsiToro) IP-
Tpaduka;

— (Qukcauuu BO BHyTPEHHUX KypHaiax HH()OpMAMU O MPOXOIAIIEM
OTKpPBITOM U 3aKkpbiToM [P-Tpaduke;

— uAeHTUPUKAIUU u ayTeHTHU(PUKALMIO aMUHHCTpATOpa
MEXKCETEBOI0 FKpaHa MPH €ro JIOKAJIbHBIX 3alpocax Ha JOCTYII;

— peructpanu BxoAa (BbIXO/a) aJAMHUHUCTPATOpa MEKCETEBOrO
9KpaHa B CUCTEMY (M3 CHCTEMBbI) JINOO 3arpy3Ku U MHULUATU3AIIH
CUCTEMBI U €€ MPOrPaMMHOT0 OCTAHOBA;

— KOHTPOJIS IEJIOCTHOCTH CBOEHM MPOTPaMMHON M MHGOPMAITMOHHON
4acTu;

— (QuabTpalMM TAKETOB CIY>KEOHBIX MPOTOKOJIOB, CIYKaIllUX JJIst

JUArHOCTUKH U YIIPaBJICHUS pabOTON CETEBBIX YCTPOUCTB;
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— (QuapTpauMu € y4eTOM BXOAHOTO U BBIXOJHOTO CETEBOTO
uHTep(eiica Kak CpeACTBO MPOBEPKU MOIJIMHHOCTH CETEBBIX
aZpecoB;

— PpErucTpalyMy M ydeTa 3alpalluBacMbIX CEPBUCOB IPUKIIATHOTO
YPOBHS;

— OJIOKMpOBaHMS JOCTyNa HEUACHTU(PUIHMPOBAHHOTO OOBEKTA WM
CyOBbeKTa, MOJUIMHHOCTh KOTOPOrO MpH ayTeHTU(UKALUU HE
MIOATBEPANIACH, METOJAMHU, YCTOMYMBBIMU K IIEPEXBATY;

— KOHTpOJIS 32 CETEBOM aKTUBHOCTHIO MPUIOKEHUN U OOHApYKEHUS
CETEBBIX aTakK.

[logcucrema  peanu3yercss  BHEAPEHUEM  IIPOTPAMMHO-ANIMAPATHBIX
KOMIUIEKCOB MEKCETEBOIO IKpaHUpoBaHus Ha rpanule JIBC, kinaccom He HUKe 4.

[loacucreMa aHanmM3a 3allUIIEHHOCTH

[Toncucrema aHanu3a 3alIUIIEHHOCTH, JOJKHA OOECIEUMBATH BBISIBICHUS
ySI3BUMOCTEH, cBsi3aHHbIX ¢ ommOkamu B koHpurypamuu [1O UCIIAH, koTopsie
MOT'YT OBITh UCIIOJIB30BaHbl HAPYIIUTEIEM ISl Peain3allii aTaku Ha CUCTEMY.

OYHKIMOHANI TOJCUCTEMbl MOXKET OBbITh peaiu30BaH MPOTPAaMMHBIMU U
MPOrpaMMHO-aNNapaTHbIMU CPEJACTBAMH.

[Toncucrema 0OHAPYKEHUS] BTOPKEHUM

[Toncucrema oOHapy)eHUSI BTOPKEHUMU, JTOJDKHA OOECIIEUHBATh BBISIBICHUE
cereBoIx arak Ha osnemeHThl WCIIJIH moakimtodeHHBIE K CeTIM  OOIIEero
MOJIb30BaHMS M (MJIM) MEKTYHAPOIHOTO OOMEHa.

@OYHKIIMOHAT TOACUCTEMBI MOXET OBITh peaju30BaH MPOTPAMMHBIMU U

MporpaMMHO-aIIapaTHBIMH CPCIACTBAMMU.
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Iloxcucrema KDI/IHTOFDad)I/I‘-IeCKOI\/'I 341U ThI

[ToacucreMa kpunTorpaduueckoi 3auThl IpeIHa3HAYEHA ISl UCKITFOUCHHUS
HCH x 3amumaemoit unpopmanuu B MCIIn YOAAP, npu ee mepenauu 1o
KaHaJlaM CBSI3U CETEH OOIIETo MOIb30BaHus U (MJIM) MEKTyHAPOIHOTO OOMEHA.

[loncucrema peanusyeTcsi BHEApPEHUS KpUNTOrpaduyecKux MpOrpaMMHO-

aIrrrapaTHbIX KOMIIJICKCOB.
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S5.I1oan3oBaTesan UCIIIn
B Tlonoxennn MHPOPMALMOHHON OE€30MAaCHOCTH ONPEEICHbl OCHOBHBIE

KaTeropuu TMnojb3oBareneid. Ha ocHOBaHMM JTHX KaTeropuu JOKHA OBITh
npousBefeHa Ttunuzauus nosb3oBatened MWCIIIH, omnpeneneH wuX ypOBEHb
JIOCTyTa U BO3MOKHOCTH.
B UCII[In YOAAP MOXHO BBIJICIUTH CICAYIONIME TPYIIBI TOJIB30BATEIICH,
y4acTBYIOIINX B 00paboTke u xpanenuu [1/1x:
— Anmunuctparopa UCIH;
— AnmuHHCTpatopa 0€30MacHOCTH;
— Omneparopa APM;
JlanHple O rpymmax —I[o0JIb30BaTeNAX, YpPOBHE HUX JOocCTyna u
MH()OPMHUPOBAHHOCTH JOJIKEH OBITH OTpaXkeH B Martpuiie aocTymna nojib3oBaTeien
K 3alUI[aeMbIM HHPOPMAITMOHHBIM PECYPCOB.

Anpvmuauctparop UCI I

Anmunuctpatop WCII[H, corpynauk YOAAP, oTBeTCTBEHHBINM 3a
HacTpoiiky, BHenpenue u  conpoBoxiaenne  MCIIIn.  OOecneunBaer
byHKUIMOHUpOBaHUE  ToacucTeMbl  ympasienus  goctynom  HCII[Im
YIOJHOMOYEH OCYIIECTBIISITh MPEIOCTABICHUE W pa3rpaHUYEHUE JOCTyIa
KOHeyHoro mnonb3oBatens (Omepatopa APM) Kk siaeMeHTaM  XpaHSALIIUM
MEPCOHAIbHBIE TaHHBIE.

Anmunuctpatop HCII[IH oOnagaeT cleayomuM YpoOBHEM JOCTyINa U
3HAHUM:

— o0namaer moyiHOM HWH(POpPMAIMEH O CHUCTEMHOM U TPHUKIATHOM
nporpaMMmHoM obecneuennu UCITH;

— oOmagaer mojgHOM HHQOpMAIMed O TEXHUYECKUX CpPEACTBaX M
koHpurypammu UCIIH;

— HMMEeT JOCTyIl KO BCEM TEXHHUYECKHM CpelcTBaM 00pabOTKu
uHdopmanmu u faaaeiM UCITH;

— oOnagaer mnpaBaMH KOHGUTYPUPOBAHHS W aJIMUHUCTPATUBHOMN

HacTpouku Texunueckux cpeacts MCII/In.
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AjMuHUCTpaTOp 0€30IIACHOCTH

AnMuHucTpaTop 0e30macHOCTH, coTpyAHUK YOAAP, oTBeTCTBEHHBIN 3a

¢ynkmonupoBanne  C3I1/In, Bkmowas  oOOCiIy)XMBaHHE M  HAaCTPOHKY

a,HMHHHCTpaTHBHOﬁ, cepBepHoﬁ 1 KJIMEHTCKOM KOMITIOHECHT.

AnMuHHCTpaTOp 6€30MacHOCTH 00JIaJJaeT CIEIYIOUUM YPOBHEM JOCTyIa U

3HAHWI;

obOnagaet npaBamu Anmunuctparopa UCIIH;

obnanaet noiaHoit nHpopmanueit 06 UCIIH;

MMEeT JIOCTylm K CpeAcTBaM  3allluThl HMH(QOpMaUuMu H
IPOTOKOJIMPOBAHUA U K 4aCTU KIItoueBbIX 35eMeHToB MCII/IH;

HE HMMEeT MpaB J0CTyna K KOH(UIYpUPOBAHUIO TEXHHUYECKHUX

CPEACTB CETU 3a UCKIIFOUEHUEM KOHTPOJIbHBIX (MHCTIEKIIMOHHBIX).

AIMUHHCTpATOP OE30MACHOCTH YIIOJIHOMOYEH:

peann30BbIBaTh MOJUTUKA O€30MacHOCTH B YaCTU HACTPOMKH
CK3H1, MexceTeBbIX SKpaHOB M CHUCTEM OOHApy>KEHHs aTak, B
COOTBETCTBHUM C KOTOpPBIMH Tioyib3oBaTenb (Onepatop APM)
MOJTy4aeT BO3MOXKHOCTh paboTtath ¢ anemeHTamu UCII/IH;
OCYILECTBIIATH ayAUT CPEICTB 3AILNTHL;

Oneparop APM

Omnepatop APM, corpynank YOAAP, ocymectBistonuii 06padoTky I1/1H.

Oo6pabdoTtka I1/1n BKItOYaeT: BO3MOKHOCTH Mpocmotpa [1J{H, pyuyHoii BBox I1/1H B

cuctemy HWCII[H, QopMupoBanue CopaBoK M OTYETOB MO uHMOpMaIuwy,

nonydeHHor u3z HCIII. OnepaTtop HE HMMEET MNOJHOMOYMH ISl YIPaBJICHUA

noacuctemMamu oo6padotku nanHbix U C3I1J[H.

Omnepatop UCII/IH obnagaeT cieayronM YpoBHEM JOCTyNA ¥ 3HAHUM:
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— oOnagaer BceMHU HEOOXOAMMBIMU aTpuOyTamu  (Harpumep,
napojieM),  OO€CNEeYMBAIOIIMMHU  JOCTYyH K  HEKOTOPOMY
noaMHoxecTBy [1/1H;

— pacnojaraeT KOH(QHUICHUUATbHBIMU JaHHBIMHU, K KOTOPBIM HMEET

TOCTYII.
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6.TpeGoBanus k nepcoHasy no odecnedenuro 3amursl [1{n
Bce corpynnukun YOAARP, spisttomuecs nosb3oBarensimu UCIH, 10mKHBI

YETKO 3HATh M CTPOTO BBINOJHATH YCTAHOBJICHHBIE IMpaBUja U OOS3aHHOCTHU IIO
JOCTYIy K 3allAIIaeMbIM OOBEKTaM M COOJIIOJCHHUIO TPHHSITOTO PEKUMa
oe3omacHoctH I1/1H.

[Ipn BCTyIUIEeHMM B JOJDKHOCTH HOBOTO COTPYAHUKA HEMOCPEICTBEHHBIN
HayaJbHUK MOJIPa3/IeJICHHs, B KOTOPOE OH MOCTYMNaeT, 00s3aH OpraHU30BaTh €ro
O3HAKOMJICHUE C JOHKHOCTHOM HMHCTPYKLIHMEW M HEOOXOIUMBIMH JOKYMEHTaMH,
periaMmeHTupyronMu TpedoBanus no 3amute [1/1H, a Takke 00yueHre HaBbIKaM
BBITIOJTHEHUS TPOLIETYP, HEOOXOIUMBIX JJIsl CAHKIIMOHUPOBAHHOT'O MCIIOJIH30BAHUS
NCIIOx.

CoTpyIHUK JOJKEH OBbITh O3HAKOMJICH CO CBEACHUSIMU HACTOSIIEH
[Tonmutuku, npuHATHIX nporeAyp padoTs ¢ anemerntamu UCITdn u C3I11H.

Corpynaukn  YOAAP, wucnosnb3yromme — TEXHHMYECKHE  CpPEICTBA
ayTeHTU(UKALMKM, JIOJDKHBI OOEecleunBaTh COXPAHHOCTh HUACHTU(DPHUKATOPOB
(anmexTpoHHBIX Kirodeit) u He gomyckaTh HCJI k HMM, a Tak k€ BO3MOXHOCTb HUX
yTepU WM  WCHOJb30BAaHMUSI TpPeThbUMM  JjuiaMu. llojmb3oBarenu  HeCyT
MEPCOHATIbHYIO OTBETCTBEHHOCTH 32 COXPAHHOCTh UACHTU(PUKATOPOB.

Corpynanku YOAAP [0JDKHBI ClI€IOBaTh YCTAHOBJIEHHBIM MPOLEAypaM
nojjep>kanusi pexuma Oe3omacHocTd [IJ[H mpu BbIOOpPE U UCMOIB30BaHUU
napoJieit (eciii He UCTIOJIb3YIOTCS TEXHHUECKHUE CPEICTBA ayTCHTH(DUKAIIHHN).

Corpynauku YOAAP 1omkHbl OOeclieurMBaTh HAJIEKAIIYH 3alluTy
000py1I0BaHUsI, OCTaBIsIEMOro 0€3 MPUCMOTPa, OCOOCHHO B TE€X ClydasX, KOT/ia B
MOMEIIEHUE UMEIOT JOCTYI MOCTOPOHHUE Nula. Bee monb30BaTenu JOJKHBI 3HATH
TpeboBanust 1o Oe3zonacHoctv I[I/IH W mpoueaypsl 3amuThl 000PYIOBaHUS,
OCTaBJICHHOT'O 0€3 IPUCMOTpa, a TAaK’KE CBOM 00S3aHHOCTH 10 00CCIICYSHUIO TaKOH

3alIUTHEI.



26

CoTpyaHuKaM 3ampeniaeTcss yYCTaHABIMBATH IOCTOPOHHEE IPOrPaMMHOE
o0ecrieyeHre, MOJAKIIOYaTh JIMYHbIe MOOWJIBHBIE YCTPONCTBA W HOCHTEIH
uH(poOpMaIUK, a TaK K€ 3aIMChIBaTh HA HUX 3alllUIIAEMYI0 HH(OpMAIHIO.

CoTpynHUKaM 3ampemiaeTcs pasriaiiarh 3alifiiaeMyio  HH(popMalumio,
KOTOpasi CcTaja UMM H3BECTHa Tpu padboTe ¢ UHOOPMAIMOHHBIMU CHCTEMaMU
YOAAP, TpeTbuM Juniam.

ITpu padore ¢ [1/1n B UCII[Jn cotpynanku YOAAP 006s3anb1 00ecrieunTh
OTCYTCTBUE BO3MOXHOCTHU npocMoTpa [I[J[H TpeTbuMu nuiiamu ¢ MOHUTOpoB APM
WJIU TEPMUHAJIOB.

ITpu 3aBepennn padbotel ¢ UCII/IH cotpynHuku 06s3anbl 3amututh APM
WM TEPMHUHAJIBI C TTIOMOIIBIO OJIOKUPOBKH KIHOYOM WIIM KBUBAJIIEHTHOTO CPECTBA
KOHTpPOJIsl, HalpuMep, AOCTYNOM IO MapoJil0, €CId HE HCHOJB3YITCS Oojee
CUJIbHBIE CPEACTBA 3aIUTHI.

Cotpynaukun YOAAP nomxkHbl OBITH TpOMH(OPMHUPOBAHBI 00 yrpo3ax
HapyleHus: pexuma OezonacHocty [1/IH U OTBETCTBEHHOCTH 3a €ro HapylUIEHUE.
OHU JOIDKHBI OBITH O3HAKOMJICHBI C YTBEPXKICHHOW (hOpPMaNbHON IPOIEeIypoid
HaJIO)KEHUSI JUCHUIUIMHAPHBIX B3bICKAHUW HA COTPYJIHUKOB, KOTOpbIE HAPYIIWIU
MPUHSATHIC TIOTUTUKY U MPOIeAyphl Oe3onacHocTu [1]1H.

CoTtpynHukH 00s3aHBI 6€3 TTpOMEICHUST cO00IaTh 000 BceX HaOJII01aeMbIX
WM TOI03pUTENbHbIX ciydasx padorsl UCII/H, mMorymux mnomiedb 3a coOoi
yrpo3bl  Oe3omacHoctu [IJ[H, a Takke O BBISIBIEHHBIX WMH COOBITHSIX,
3aTparuBaroimux Oe3onacHocTh I[I/[H, pyKOBOICTBY mOApa3ieiCHUs U JIUILY,

OTBEYAKOIIEMY 33 HEMEUICHHOE PearupoBaHue Ha yrpo3bl Oe3omacHocty [1/]H.

Jo/:xkHOCTHBIE 00s13aHHOCTH ToJib3oBaTeneit UCIIIn
HomkHocTHBIe  00si3aHHOCTH — moJib3oBateneid  WCII[n  omumcanbl B

CHEAYIOIINX TOKYMEHTAX:
— MHuctpykuus anmunuctparopa UCII/H;
— MWucrpykuus agmuauctparopa 6ezonacHoctu MCII/IH;

— MHuctpykuus nons3osarens UCII/H;
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- I/IHCTPYI(HI/H[ IMOJIB30BATCJIA IIPWM BO3HUMKHOBCHHUM BHCHITATHBIX

CUTYyallUK;

OtBercrBeHHOCTH cOTPYAHUKOB UCIIIn YOAAP

B cootBeTcTBUM cO cT. 24 DenepanbHoro 3akoHa Poccuiickoit denepanumn
ot 27 uronsg 2006 1. Ne 152-®3 «O nepcoHanbHBIX JaHHBIX» JUIA, BUHOBHBIE B
HapylieHuu TpedoBaHuil nanHoro denepalibHOrO0 3aKOHA, HECYT TPa)IaHCKYIO,
YTOJIOBHYIO, aIMUHUCTPATUBHYIO, JTUCHUILIMHAPHYIO U UHYIO MPEIYCMOTPEHHYIO
3aKOHOJIaTeNbCTBOM Poccuiickoit denepannii OTBETCTBEHHOCTb.

JlelicTBytolee 3aKOHOAATENHCTBO PD 1M0O3BOJIAET MPEABSIBIATH TPeOOBAHUS
no oOecrnedeHHio Oe30MacHOM paboThl C 3allMIiaeModl HHpopMauuen u
npeaycMaTpUBaeT OTBETCTBEHHOCTh 3a HAPYIIEHHWE YCTAHOBJIEHHBIX IPaBUII
skcrutyaranu 9BM u cucteM, HepaBOMEPHBINA TOCTYN K MHPOPMAIINH, €CIIA 3TH
JIEUCTBUS MPUBEJIM K YHUYTOKEHUIO, OJIOKMPOBaHUIO, MOAUUKAIIUA UH(POpMAITUU
i HapyueHuto padbotet DBM unm ceteit (ctatbu 272,273 u 274 YK PO).

Anvunauctpatop HWCIIJIH u agMuHHCTpatop 0€30MacCHOCTH  HECyT
OTBETCTBEHHOCTH 3a BCE JCHCTBUS, COBEPILICHHBIE OT UMEHU UX YUYETHBIX 3amucei
WIM  CHUCTEMHBIX  YYETHBIX  3alHcei, eclu  He  JoKazaH  (akT
HECAHKIIMOHUPOBAHHOTO UCIOJIb30BAHUS YUETHBIX 3alUCEH.

[Ipu napymenusix cotpygHukamu YOAAP — mnonb3oBarenein WCIIIn
npaBui, CBSI3aHHBIX C Oe3omacHocThio [IJ[H, OHM HECYT OTBETCTBEHHOCTD,
YCTaHOBJIEHHYIO JIEMCTBYIOIIMM 3aKOHOAATEIbCTBOM Poccuiickon denepanuu.

[IpuBenenubie BbIIE TPEOOBAHUS HOPMATHUBHBIX JOKYMEHTOB IO 3alUTE
nHpopMaIu JTOJDKHBI OBITH OTpakeHbl B IloJIOKEHUSIX O TOApa3aeICHUIX
YOAAP, ocymectpistomux o6paborky [l B WCIIJIH ¥ HOMKHOCTHBIX
MHCTPYKLUAX cOTpYIHUKOB YOAAP.

Heob6xonmumo BHectu B llonmoxenus o moapasaenenusx YOAAP,

ocymiectristonux oopabotky [1/ln 8 UCII/IH cBeneHust 06 OTBETCTBEHHOCTH WX
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PYKOBOAMTENEH W COTPYAHMKOB 3a pasrjalleHue W HECAHKIIMOHUPOBAHHYIO
Monudukanmio (uckaxxkenue, ganbcuduxanmro) [1/JH, a Takke 3a HEIIpaBOMEPHOE

BMCIHIATCIbCTBO B ITPOICCCHI UX aBTOMaTI/I3I/IpOBaHHOﬁ 06pa6OTKI/I.
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7.CIINCOK HCNO0JIb30BAHHBIX HCTOYHHKOB
OCHOBHBIMH HOPMAaTUBHO-IIPaBOBBIMHA H METOANYICCKUMH

JOKYMEHTaMH, Ha KOTOPBIX 0a3upyercs HacTosmas [loauTuka, ABJISIOTCS:
@enepanbubiii 3akoH oT 27.07.2006 1. Ne 152-®3 «O mnepcoHaTbHBIX

naHHblx» (nanee — ®3 «O mnepcoHaNbHBIX JAHHBIX»), YCTaHaBIMBAIOIIMN

OCHOBHBIC TPUHIMIIBI H YycioBus oOpabotku II/lH, mpaBa, o0s3aHHOCTH U

OTBETCTBEHHOCTh YYACTHUKOB OTHOIIICHUM, CBSA3aHHBIX ¢ 00padoTkoi I1/H.

«TpeboBanusi K 3amMTe MEPCOHAIBHBIX JAHHBIX MPU HUX 00pabOTKE B
WH()OPMAIIMOHHBIX  CHCTEMaxX  MEPCOHANBHBIX  JaHHBIX»,  YTBEPKIECHHOE

[Tocranosnennem IIpaBurensctBa PO ot 01.11.2012 r. Ne 1119.

«Ilonoxxenne 00 OCOOEHHOCTAX OOpPabOTKH TMEPCOHAIBHBIX JIAHHBIX,
OCyIIECTBIsIEMO 0e3 HMCMOIb30BaHUS CPEJCTB aBTOMATH3AIMN», YTBEPKICHHOE

[Tocranosnennem IIpaBurenscta PO ot 15.09.2008 r. Ne 687.

«TpebGoBanus K MaTepUaIbHbIM HOCHUTENSIM OMOMETPUYECKUX
MEPCOHAIBHBIX JAHHBIX M TEXHOJOTHUSIM XpPAaHEHUS TaKUX JaHHBIX BHE
WHOOPMAITMOHHBIX ~ CHUCTEM  TMEPCOHAJIBHBIX  JaHHBIX»,  YTBEP)KICHHbBIC

[Tocranosnennem IIpaBurensctBa PO ot 06.07.2008 r. Ne 512.

HopmatuBHo-MeTomMueckue JOKyMeHThl  DegepaibHOM  COyKObI IO
TEXHUYECKOMY M DKCIIEpTHOMY KOHTpoJto Poccuiickoit ®enepauuu (manee -
OCTOK Poccum) mo obecneuenuto OeszomacHoctu IIJIH mpum mx oOpaboTke B

WCTITu:

bazoBas MOJCJIb YIpo3 0e30macHOCTH NEPCOHAJIBHBIX JOAaHHBIX IIpH HX

00paboTke B HMH(OPMALMOHHBIX CHUCTEMAaX IEPCOHAIBHBIX JIAHHBIX, YTB. 3aMm.

nupekropa @CTIOK Poccun 15.02.08 r.



30

Meronuka onpeneneHus akTyalbHbIX Yrpo3 O€30MacHOCTH MEPCOHATBHBIX
JaHHBIX OpU MX 00paboTke B HMHPOPMAIMOHHBIX CHCTEMax IEPCOHAIbHBIX

JNaHHBIX, YTB. 3aM. aupektopa PCTIOK Poccum 15.02.08 r.

[Ipukaz ®CTIK Poccum Ne 17 ot 11 despans 2013 roma «O6
yTBepKIeHun TpeboBaHwii o 3amure WHOOpPMAIMU, HE COCTaBIISIOININX
rOoCyapCTBEHHYIO TaliHYy, COJEPKAIIUXCS B TOCYIapCTBEHHBIX MH(DOPMAIMOHHBIX

CHUCTCEMaAx».

[Ipukaz O®CTIK Poccum Ne 21 ot 18 deBpans 2013 roma  «O6
yrBepkaeHnn CocTaBa M COACPKaHUS OPTaHU3AIMOHHBIX M TEXHUYECKUX MEp I10
oOecrieyeHnt0 0e30MacCHOCTH TEPCOHANBHBIX JIAaHHBIX IPU HMX 00paboTKe B

I/IH(I)OpMaI_[HOHHBIX CUCTCMaAX IICPCOHAJIBHBIX JAHHBIX).

[Tpuka3 denepanbHoit ciryx0b1 06e3omacHocTH Poccuiickoit denepanuu OT
10 wiona 2014 1. N 378 «O0 yrBepxkaeHun CoctaBa W COAEpKaHUS
OpraHU3allMOHHBIX M TEXHUYECKHMX Mep IO O0O0ECHeUYeHuI0 Oe30MacHOCTH
MEPCOHANIBHBIX JaHHBIX MPU HX 00paboTke B WHGOPMAIIMOHHBIX CHCTEMax
MEePCOHAIBHBIX JAHHBIX C UCIIOJIB30BAaHUEM CPEACTB KPUNTOTpaPUUECKON 3aIIUThHI
uH(pOopMaIuu, HEOOXOIUMBIX JIJISi BBITIOJIHEHUS YCTaHOBIEHHBIX [IpaBUTETHCTBOM
Poccuiickoit ®enepanuu TpeOOBaHMM K 3alllUTe TMEPCOHATBHBIX JAHHBIX JIJIs

Ka)XJIOT0 M3 YPOBHEH 3aIlIUIIEHHOCTH.

3amMecTUTENb HadYaJbHUKA H.A. ITactyxoBa



